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ABSTRACT

Software development consists of a complex process, with numerous approaches, which suggest management proposals in well-defined phases, aiming at a production that guarantees products with the quality desired by its customers. Based on the various existing technology options and the growing demand in different areas of society, companies must adopt models that allow them to evaluate the process of software development and production. This paper presents a model to evaluate the software quality of organizations' business scenarios, based on systems dynamics. The model allows simulations of scenarios, evaluating the percentage of software development capacity, contributing to the improvement of management processes. During the research validation phase, a case study was carried out in three companies, and the results obtained were promising in terms of preference, usefulness and effectiveness.
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INTRODUCTION

Globalisation and the massive expansion of internet access, associated with the growth of Information Technology (IT) areas in companies, have generated a continuous and growing demand for a specific service: software production. More and more, businesses depend on IT services involving software. Thus, there is a concern in managing and maintaining these services effectively (OGC, 2007). The managers of successful organizations recognize that IT is as significant for the business as any other part of the organization (Fernandes and Abreu, 2012).

IT services whose results can be measured (Lahtela et al., 2010) are required in mobile applications, in the work tools, as well as in the integration of the various types of equipment that can connect to the Internet. Software is the essential component of an IT service. Without effective software support, business processes (ABPMP, 2013) do not happen. When an event is triggered, whether in the form of a meeting appointment reminder, a control alert or simply obtaining electronic information, there is the use of programming code, where, depending on the degree of criticality, the slightest error can generate devastating consequences for the organisation. A software problem can compromise the image of an organisation and put its credibility in check. The prediction of process behaviours has been studied and evaluated with the proposition of several techniques (de Mello, 2010).

The current global scenario has indicated an increasing use of computer systems (software) integrated into the daily life of all sectors of society, reaching a large and diverse number of users. The search is for a software product with quality (Guerra and Colombo, 2009).

Critical points related to the software include processing capacity, accuracy and precision, among others. It should be considered that there is a wide variety of software segments that cover commercial applications, military simulations, educational products, among other types. When analyzing many items and considerations that involves the complexity of making software, it is possible to make the following questions:

•    Which business aspects should be considered in software quality management?

•    How to treat software quality in service management?

•    What is the influence/contribution of the quality models in the business vision?

•    What is the need of the evaluator/manager regarding the effectiveness of management support tools?

There is a need to analyze different business scenarios involving software quality so that managers can make effective decisions about what should be tested to meet the needs of stakeholders. The present research presents a new model to simulate and quantitatively estimate the evaluation of software quality, supporting management and decision making. The contribution of this work consists of the possibility of performing simulations for quality evaluation based on information from real business scenarios. The information generated is useful for decision making by quality and service managers.

The contributions generated by this research are practical (model design and implementation) and empirical (model validation). The following specific contributions can also be listed:

•    Proposal of a business-oriented and innovative model that enables the realization of simulations to support decision making in software quality management;

•    Alignment between business objectives and information generated by the model in the simulations.

This article consists of six sections. The first presents the introduction, whilst the second section presents the theoretical foundation that guided the research and shows some related works. In the third section, the proposed model is detailed. The methodology is presented in the fourth section. The case study carried out and the analysis of the results are discussed in the fifth section.  The sixth section presents the research conclusions and future work.


THEORETICAL FOUNDATION AND RELATED WORK

In 1977 the first steps towards software quality were taken. McCall's model evaluated software in three levels: the first level considered the external view of the software, as seen by users; the second level evaluated the internal view of the software, as seen by the developer; and the third level considered the metrics used to provide a scale and methods for measurement. The Hewlett-Pachard model, on the other hand, based on McCall's model, considered two more quality attributes, functionality, a set of program features and capabilities, the generality of functions, in this case, overall system security, and usability, which took into consideration human factors, overall aesthetics, consistency, documentation.

This research was guided by the principles of Business-driven IT management (BDIM) (Bartolini and Stefanelli, 2011), involving the application of a set of models, practices, techniques and tools to map and quantitatively assess interdependencies between business performance and IT solutions. Theory and practice in BDIM are discussed from a decision-making perspective in Bartolini and Stefanelli (2011) and Lima et al. (2018). BDIM research is also presented in Sousa et al. (2018) and Nóbrega et al. (2014). The guides COBIT - Control Objectives for Information and related Technology (ISACA, 2014) and ITIL - IT Infrastructure Library (OGC, 2007) design guidelines for the classification and prioritization of investments that should be made in services. The Project Management Body of Knowledge - PMBOK Guide (PMI, 2012) guides the management of projects involving IT services.

Software quality

The demand for software solutions has grown considerably in recent years. Increasingly, there is a growth in the complexity of the solutions offered and greater demand in terms of product quality. According to Bartolini and Stefanelli (2011), quality reflects the degree to which a set of characteristics inherent to an object satisfies its requirements. The higher this degree, the greater the customer satisfaction. The concept of quality was initially applied in the industry. As time went by, other areas adopted the terminology, such as transportation (ISO 14.001 and 28.000), food (ISO 22.000), safety and health (ISO 45.001), among others.

In the IT area, efforts at the international level to ensure the quality have resulted in the creation of standards such as ISO 20,000 for IT services, the series of ISO 27,000, which deals with information security, in addition to several guidelines such as OGC (2007) and ISACA (2014), which address aspects related to the IT Corporate Governance and ABNT (2015), which deals with the aspects related to the IT infrastructure services.  According to Guerra and Colombo (2009), software quality constitutes an area whose demand is growing significantly, because users increasingly demand efficiency and effectiveness, among other important quality characteristics for a product as special as the software.  In parallel with the market demand, there is a national and international movement towards establishing standards in Software Engineering, as is the case of ISO - International Organization for Standardization, in the Software Engineering Subcommittee, and ABNT - Brazilian Association of Technical Standards.

In Brazil, since 1993, government, universities and industry initiatives have emerged in product quality and software processes. Since its creation, the Brazilian Association of Technical Norms (ABNT) has been expanding actions related to software quality. An example of this was the creation of the software subcommittee (ABNT, 2016), responsible for elaborating standards to generate Brazilian standards related to software quality.

If on one hand, the industry has been continuously improving its products and aligning criteria with the most rigorous standards in use in the world, the IT governance area needs to follow this evolution to offer support and conditions for an effective alignment between IT and business.

When considering the various ISO standards related to the subject from a software perspective, it is possible to identify that the subject of quality is quite extensive. The ISO/IEC 9126 standard refers to a set of attributes that have an impact on the software's capacity to maintain its performance level within the established conditions for a given period. This standard is divided into four parts:


	ISO 9126-1:2001 - Emphasis on usage guidelines and software product quality characteristics;



	ISO 9126-2:2003 - Refers to external metrics to determine the implementation rate of the functions defined in the requirements specification and the control of the occurrence of failures;



	ISO 9126-3:2003 - Refers to internal metrics, verifies if the functions are adequate to what was specified, determines the number of expected failures, estimates the response time of the application and verifies if changes are properly recorded;



	ISO 9126-4:2004 - Refers to in-use quality metrics based on effectiveness, productivity, security and user satisfaction.





The ISO/IEC 9126 standard was replaced in 2011 by ISO/IEC 25010 (ISO, 2016), which defines the quality characteristics that all software must-have. This replacement intended to bring even more benefits, such as compatibility and security. In addition to the set of ISO standards, the software industry has methodologies to help in the quality assurance process.

The Capability Maturity Model Integration (CMMI) is an international model of specific best practices for the development of software products (da Silva, 2016). As presented in Figure 1, the CMMI model is organized into five levels: 1 - Initial, 2 - Managed, 3 - Defined, 4 - Managed and 5 - Optimized. CMMI is based on the best practices for product development and maintenance. Companies that adopt this practice have greater chances of producing more stable, reliable and secure software since the model ensures that the company follows strict software development process standards.
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Figure 1 - CMMI Model Stages

Source: da Silva (2016)

From the existence of CMMI at an international level, it was created in Brazil the model called Brazilian Software Process Improvement - MPS.BR (PROMOVE, 2016). It is a Brazilian program proposed by the SOFTEX organization, to develop and disseminate best practices in software development.
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Figure 2 - MPS.BR Stages

Source: PROMOVE (2016)

As shown in Figure 2, the MPS.BR model is organized into seven levels of maturity. Contrarily to the CMMI, the MPS.BR uses letters, from G to A, to determine the maturity level of the organization. These levels serve as a roadmap for continuous improvement.

As time went by, software production ceased to be activity-based only on intuition or on the experience of developers, having been the object of numerous studies. The aim is to offer models that enable production management and ensure the quality desired by its consumers. Despite the growing and acknowledged complexity involved in software development, some companies seem to be unaware that they need to create or even improve their internal processes (Mecenas and de Oliveira, 2005).

System dynamics

System dynamics (SD) theory, an aspect of systems theory, was created to model and analyse the complex behaviour of systems (Sterman, 2000). The method is based on the recognition that the structure of any system (often circular and closed), sometimes with delays between the relationships of its components, is as important in determining its behaviour as the individual components themselves. The technique allows modelling and analysing behaviour in complex scenarios of social systems. DS had more specific application in the industrial context in its first applications. However, the technique has been used for the development of models of the most diverse types of systems: social, economic and environmental, where a holistic view has a relevant role and the feedback links are fundamental to understand the complex interrelationships (Rodrigues, 1996).

DS is based on a direct structure of flows and stocks, designed to model systems with numerous variables and with delayed feedbacks between variables. A model for a process of demands received by an IT sector is presented in Figure 3. DS foresees the use of two types of models: influence diagrams or causal-link diagrams (qualitative models) and computer-based models or stock-flow diagrams (quantitative models). The former is considered the core of DS. Many studies adopting the DS methodology have created only influence diagrams. These diagrams are sufficient for the identification of the various feedback loops (reinforcement and balancing) and the factors influencing the flow of the modelled system. However, only through computer simulation (quantitative models) can one have a vision of the real dynamic effects of these feedback loops and a greater understanding of the system under analysis. In this way, the possibilities afforded using possible simulations subsidize the exploration of experimentation with the model (Sterman, 2000; Rodrigues,1996).
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Figure 3 - modelling with DS for an IT sector

Source: The author(s)

Importantly, SD models present a dynamic view of the performance of business systems (Sterman, 2000). The models are of the "activity on the arrow" diagram type rather than "activity in the box" diagrams like other notations and are especially useful in developing dynamic life cycle models that focus on the overall performance of systems and the impact of changing key variables that affect the overall performance. The models seek the business view (Morecroft, 2008) and are most commonly used when modelling an entire organisation or a line of business, and infrequently used for low-level workflow models.

Related work

A model that uses system dynamics is not static, since it presents the movement and reflects how the change in variables affects a process (Bezerra et al., 2014).

The work of Oliveira (2010) suggests a model quantify the value of an IT service, while the work of Lima et al. (2012) sought to quantify the percentage of quality of an IT service, considering that the same influences its value. In Bezerra et al. (2014) it is proposed a decision-making model for IT outsourcing. In Wan et al. (2011) it was presented a model that evaluates the dynamic capabilities and benefits management to assess IT resources management in public companies that need outsourcing. In Fernandes (2003) it was presented a proposal for incorporating the system dynamics methodology with the strategic planning steps, using the BSC model.  The use of the system dynamics technique in problems related to software processes was proposed in Macachy (2007) and Abdel-Hamid (1989).

The proposed model

The quality of the software product can be evaluated in several ways. The assessments will vary according to the size of the company, business criticality and type of segment of the organization. There are different visions of software quality and its metrics. These metrics may vary according to the stage of the software life cycle.

The proposed model considers interactive activities based on the vision of the ITIL OGC (2007) guide. These activities can be executed in a continuous improvement cycle, similar to the PDCA (Plan-Do-Check-Act) cycle (Lima et al., 2012).  The model uses ISO/IEC 25010 (ISO, 2016) as a reference. Product quality categorises product quality properties into eight characteristics (functional suitability, reliability, performance efficiency, usability, safety, compatibility, maintainability and portability). Each characteristic is composed of a set of related sub-characteristics (ISO, 2016). Figure 4 shows the evaluation characteristics and sub-characteristics of ISO/IEC 25010.
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Figure 4 - Features and subfeatures of ISO 25.10

Source: ISO (2016)

The proposed model considers each of the sub-characteristics indicated in Figure 4. The modelling of the scenario with the use of the principles of system dynamics, through the specialized software tool (Isee Systems, 2016), used in this research is presented in Figure 5.

The proposed model is generic and can be used by any company that needs to apply quality criteria to evaluate its software product having as reference the ISO 25010 standard. The model considers the most generic aspects of evaluation. Very specific characteristics of each company were not considered in this proposal.
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Figure 5 - Modelling the sub-characteristics of ISO 25010

Source: The author(s)

Data entry

The user (manager) must provide various information so that the model can perform the simulations. Figure 6 shows the initial screen where the evaluator/manager provides the data, settings required for simulation.
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Figure 6 - Information configuration screen

Source: The author(s)

In this stage, the manager must supply the largest amount of data possible so that the simulation reaches a higher degree of accuracy. The information must be configured in the following characteristics:

1)    Functionality

The model allows the evaluator to configure information considering the software functionality characteristic (Figure 7). This functionality addresses issues of adequacy, accuracy, access safety and functional completeness.
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Figure 7 - Configurations of functionalities features

Source: The author(s)

2)    Performance efficiency

In addition to the functionality characteristics, the manager must provide information on the performance efficiency characteristic of the software (Figure 8). This characteristic considers points such as behaviour time, resource utilization and capacity.
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Figure 8 - Configurations of the performance efficiency characteristics

Source: The author(s)

The configuration parameter inputs presented show the process in the system dynamics model, having an interface that facilitates data entry, as presented in Figure 9.
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Figure 9 - Interface with the configuration parameters

Source: The author(s)

3)    Reliability and Compatibility

Software quality may vary considerably depending on: the compatibility feature, which assesses coexistence, interoperability; and reliability, which assesses the maturity, availability, error tolerance and recoverability features (Figure 10).
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Figure 10 - Configuration of the characteristics of Reliability and Compatibility

Source: The author(s)

4)    Usability and Security

In this step, the manager must inform parameters related to the characteristics of usability and security. The usability addresses sub-characteristics related to apprehensibility, operability, accessibility, protection from user error and aesthetics of the user interface, while security addresses the aspects of confidentiality, integrity, non-repudiation, accountability and authenticity (Figure 11).

5)    Maintainability and Portability

Finally, the manager will provide the last information for a software evaluation, which are the maintainability characteristics, which evaluate the aspects related to analyzability, stability, modifiability, testability, portability and, finally, the portability characteristics, which will consider the adaptability, installation and replacement aspects (Figure 12), thus completing the evaluation items recommended by ISO/IEC 25.010.
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Figure 11 - Configuration of usability and security characteristics

Source: The author(s)

[image: F]

Figure 12 - Configuration of maintainability and portability

Source: The author(s) himself

If the scenario evaluated does not contemplate the need for all the information, for example, the company's tests do not consider sub-characteristics such as coexistence, interoperability, non-repudiation and accountability, it will be enough for it to leave zero for these items and the system will disregard the data referring to these parameters to generate the results.


METHODOLOGICAL ISSUES

Aiming at the evaluation of the quality monitoring model, a multiple case study was carried out in three companies specialised in software creation, development and deployment.

The research carried out involved the following phases:


	Literature review;



	Development of the model;



	Meeting with the managers of the companies;



	Data collection;



	Use of the model with different scenarios in each company;



	Presentation and discussion of results;



	Tabulation of results;



	Validation of the model with the managers/evaluators;



	Dissemination of results.





The present research involved a triangulation between literature review, observation and the conduct of a case study Yin (2005). Throughout the process of verifying and validating the model, different calibrations were used as part of the design of the experiments, allowing an ideal environment to be created, real environments to be reproduced and alternative environments to be tested. The model improvement was defined from validation (external correctness) and verification (internal correctness) strategies, with calibration performed by running simulations.

The verification and validation process should be concerned with creating sufficient confidence in a simulation model so that its results are accepted by users and stakeholders (Radzicki, 2020). As for the topic of validity in simulation models with system dynamics (Barlas, 1989), it can be stated that there are no fully valid models because they are all something smaller than the object or system being modelled. A priori, it is practically impossible to prove the correctness of a simulation model that aims to generate unexpected behaviour that has never been observed before (Rebs et al., 2019). Behaviour validation was performed to determine whether the behaviour patterns generated by the model would be close enough to the main patterns exhibited by the real system. During learning validation, there was an evaluation of the usefulness of the model, aimed at provoking reflection and broadening the understanding of the problem.


CASE STUDY AND ANALYSIS OF RESULTS

For reasons of information secrecy, the companies evaluated in the case study will be named Alpha, Beta and Omega. Each one of these companies selected a product to submit to the model.

Software quality assessment, seeking a common consensus (for instance, which metrics need to be considered) is still a challenging problem, especially when people are unaware that there are globally tested models available in the market. Many of these evaluations are based on qualitative criteria, which makes measurement difficult because they do not have numerical accuracy.

The proposed model aimed to be a tool to support decision making regarding software improvements, aiming to reach an acceptable level of quality.   The proposed model has input parameters that are divided into two groups, the first one being the input parameters of the product and the second one the input parameters of the product.

The proposed model has input parameters divided into eight groups of characteristics, or categories: functionality, performance efficiency, compatibility, reliability, usability, safety, maintainability and portability.

For the model to be used, the manager will need to provide several parameters that characterize his software quality scenario to be achieved. There are parameters for internal and external demands, qualitative criteria (level of knowledge, motivation of resources) and subjective criteria such as abandonment rate, people turnover and absenteeism.

Figure 6 shows the parameterization screen of the simulation system that automated the model. Users gave scores through concepts that ranged from 0 to 5 with the following parameterizations: 0 - no evaluation, 1 - very bad, 2 - bad, 3 - average, 4 - good, 5 - very good.

In case one of the parameters is not part of the evaluated scenario, such as, for instance, user error protection, it is enough to leave zero in the information, and it will be disregarded in the evaluation process.

The proposed model generates results that seek to simulate the expected result of software products in terms of quality concerning the input data.

Case 1 – Alpha Company

The Alpha company has a staff of over 150 employees working specifically on the development of commercial systems, 10 of which are formed exclusively by the software testing and quality assessment team.

Regarding the ISO/IEC 25.010 standard, Alpha considers the criteria presented in Table 1 for its assessment.

The information in Table 1 was reported by the evaluator/manager of the area, who considered Alpha's current scenario for the reporting of information. By reporting these data to the model, the result generated with the current scenario is presented in the graph of Figure 13.

Considering Alpha's current scenario, there is a software quality deficiency in the characteristics of Efficiency and Reliability.

Alpha must, as a priority, work on aspects related to time behaviour, resource usage, capacity, maturity, availability, error tolerance and recoverability. This will make it reach a balance in all the quality characteristics of the software product, according to the guidelines of the ISO/IEC 25.010 standard.
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Figure 13 - Evaluation scenario of company Alpha

Source: The author(s)
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Case 2 – Beta Company

Beta serves customers in the logistics and distribution segment. It has a staff of 80 employees, with 8 of these working specifically with software quality.

The information in Table 2 was reported by the evaluator/manager of the area, who considered the current scenario of the evaluated product of Beta. When these data were reported to the model, the result shown in Figure 14 was obtained.

If, on the one hand, the quality of the software product of Beta presents an excellent performance in the criteria of functionality, efficiency, compatibility, reliability and security, there is a deficiency in terms of usability, manageability and portability. Accessibility, user error protection, user interface aesthetics, stability testability and adaptability are some of the sub-characteristics that need to be improved to decrease this considerable difference between the software quality characteristics.
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Figure 14 - Evaluation scenario of the Beta company

Source: The author(s)
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Case 3 – Ômega Company

The company Ômega has a medium size, with a board superior to 200 employees, of which 20 are allocated in the IT area, being 3 from the tests and quality area. The company has its software and outsourced ones. Its ERP system is outsourced. Some products, such as the customer service software, evaluated in this research, are of in-house development.

The information in Table 3 was reported by the evaluator/manager of the area, who considered the current scenario for software product quality evaluation. Unlike the companies Alpha and Beta, it is important to point out that IT is not the end activity of the company Ômega, a fact which was considered in the analysis of the results. By informing the company's data in the model, the result of the current scenario of product quality.
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Figure 15 - Evaluation scenario of the company Ômega

Source: The author(s)
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As indicated in Figure 15, except for the characteristic safety, the company Ômega must work in all the other seven quality characteristics for software product oriented by the standard ISO/IEC 25.010.

In this scenario, it is indicated the revision of the software process. In this case, the adoption of models such as the Capability Maturity Model - Integration (CMMI) and the Brazilian Software Process Improvement (MPS.BR) may considerably influence the results in the next simulation.


CONCLUSION

The present research involved the triangulation between literature review, observation and case study in three real companies. A simulation model based on system dynamics was proposed as a solution to deal with the complexity inherent to the software product quality assessment process, aiming at improving the understanding of the problems involved and generating reflection points that may increase the management effectiveness. The model presented allowed the simulation of scenarios, aiming at supporting the evaluation of software products in companies. To test the model, a case study applied to the companies Alpha, Beta and Ômega was carried out.

During the case study, it was considered the work demand, alterations, tests and behaviour of the system in the last 6 months. The objective was to evaluate the product's characteristics, having as metrics reference the ISO/IEC 25.010 norm. The research team had access to records and reports that showed the number of calls related to product maintenance. In the behaviour validation, it was evaluated if the behaviour patterns generated by the model were close enough to the main patterns exhibited by the real system. The following aspects were evaluated: behaviour replication, visual adequacy and sensitivity of the output attribute to changes in the input variables.

The sensitivity tests of the input variables and the calibration of the proposed model were performed in three distinct moments: a) during the execution of the structural tests, to correct equations; b) during the behavioural tests, to eliminate parameters of little relevance and correctly calibrating the model and; c) during the execution of the learning tests, to generate uncertainty in the inputs and analyzing risks. The results obtained with the behavioural tests were presented to the users and subsidised the model refinement.

For the use, maintenance and evaluation of the model's effectiveness, activities were performed in the final phase of this research, through model use sessions with managers. The synthesis of strategies used for model verification and validation, executed during this research, is presented in Table 4.

The model validation process included interviews with ten managers working with software services and quality and, additionally, 11 managers from IT areas. The exercise included the presentation of the model and its results. The three hypotheses analysed were related to the usefulness, preference and effectiveness of the proposed model. The appearance validity exercise (Runerson and Host, 2009) conducted refuted the negative hypotheses. To perform the hypothesis testing, statistical inference (Berger, 1987; Casella, 2002) was used by running a Berger (1987) binomial statistical test at 5% significance, as shown in Table 5.

As a first threat to the validity of the research, restrictions from the budgetary and logistical point of view are pointed out. About construct validity, there are always doubts as to whether the variables are well understood by managers and it may not be possible to obtain simulation results that correspond to reality. It was possible to observe during the experiment involving the simulations performed, that companies prioritize aspects and characteristics that are more related to functionality, efficiency and safety.
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Among the research limitations, we can highlight that there was difficult access to companies and professionals who knew the ISO/IEC 25.010 standard or who, at least, already had some kind of knowledge about it. It was noticed during the observation phase a somewhat vague knowledge of some of those involved regarding the development process models CMMI and MPS.BR. The perception of users and assessors regarding the assessment metrics also stands out. Some managers/evaluators, when asked about which metrics could be applied to assess the quality of the software product, demonstrated uncertainty, due to the limitation of their tests to the retrieval of records from the database and the accuracy of calculations.

As future work, it is intended to extend the model to perform a suggestion of points, characteristics and sub-characteristics that can be used for quality increment, aiming at greater user satisfaction.
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