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ABSTRACT
This article aims to propose a model to determine the best allocation of financial resources for business risk 

management, permitting the risk manager to define a control policy with reduced costs that reaches a desired control 
target. The problem of study is presented as an issue of optimization of costs, formulated as a model of integer linear 
programming, which basic restrictions are associated to the demanded levels of control. The proposed model is applied 
to a problem of resource allocation for the control of operational costs. The results show that the model is an adequate 
instrument to better allocate financial resources, which its use proportionates better conditions for the decision process 
of business risks.
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1.	 INTRODUCTION

Corporation are being exposed to different types of risks, 
which are classified by literature in many distinctive formats, 
such as: operational, financial, environmental, technologi-
cal, of reputation, or even, controllable and non-controlla-
ble risks (Jorion, 2006; Subramaniam et al., 2011; Zonatto 
et Beuren, 2010). Risk is typically defined as possibility to 
danger, waste, loss, or volatility of unexpected results. Con-
cepts, definitions, and classifications of business risks can be 
seen in Merna et Al-Thani (2008) and Chapman (2006).

In regards to the management of business risks, the ma-
nagers have a series of methodologies to measure and con-
trol risks, which are based on qualitative, quantitative, or 
mixed approaches. Among those approaches, it is important 
to mention Rainer et al. (1991), Miller et Waller (2003), Cor-
nalba et Giudici (2004), and Paulo et al. (2007). In general 
lines, all methodologies aim to contribute to mitigate risks 
and to guarantee the effectiveness of internal controls. In 
this article, the qualitative approach is used, focusing to es-
tablish the level of risk by the composition of frequency and 
severity, generating a matrix of risks, a tool normally used to 
evaluate risks in general.

According to Lawrence et Sommer (2007), the limit of 
exposition to risk depends on the appetite and on the to-
lerance to risk under a personal and corporate context; on 
the other hand, it is also conditioned to the economical li-
mitations of the agents, once there are budget limitations, 
the optimal solution to minimize risks is not necessarily the 
one to be implemented. According to Lei (2011), the risk ma-
nagers, in order to minimize the costs of mitigation, need 
to determine the best level of spending or investments in 
risk management, however, this issue is rarely discussed in 
literature. 

Yet related to the costs of risk mitigation, Lei (2011) re-
ports that risk managers must have in mind that their role 
is to maximize the value of the enterprise for the interested 
parts, and that the value of the company under risk must be 
equal to its value without risks plus the cost of the risk. The 
goal of a risk manager must also include to minimize the to-
tal cost of the risk. Harrington et Niehaus (2002) subdivided 
the cost of risk in five components: expected loss; cost to 
control losses; cost to finance losses; cost to reduce risks; 
and cost of residual uncertainty. 
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Paulo et al. (2007) signal that there is an obsession with 
the relation between cost versus benefits in adopting control 
measures to reduce risks. To enable the allocation of availa-
ble resources to implement action plans for risk controlling, 
the authors propose the use of a performance matrix gene-
rated from the measurement of the control level and of the 
importance level of the risks to be managed. Although, the 
selection of a control strategy is subjective and it does not 
consider the limitation of financial resources. 

Within this context, this article aims to propose a model 
do determine a strategy of resource allocation to implement 
action plans to control business risks, permitting the risk ma-
nager to define a control strategy with a minimal cost and 
that reaches a desired control target. The problem of study 
is formulated as a model of integer linear programming, 
which basic restrictions are associated to set of demandes 
control levels (control target). 

This article is organized in four sections, including this 
introduction. In section 2, the concepts of risk matrix and 
performance and control matrix are presented. The model 
of optimization that permits the risk manager to define a 
control strategy with minimum costs, and which achieves 
a desired control level is proposed on section 3. It is also 
presented a numerical example in order to illustrate the 
application of the model in a problem of financial resources 
allocation to manage operational risks. In the end, in section 
4, some final considerations are presented.

2.	THEORETICAL FOUNDATION

This section deals with the theoretical foundations that 
support the development of the proposed model in this arti-
cle. In special, the concepts and the process of construction 
of a risk matrix are here presented, together with the ones 
of the performance and control matrix.

2.1. Risk Matrix

Under a qualitative approach, the level of risk can be de-
termined by the composition of the variables frequency and 
severity (financial impact), being the risk matrix a tool nor-
mally used to evaluate business risks. Examples of applicabi-
lity, construction, and observations with the adoption of the 
risk matrix as a tool for risk analysis can be seen in Hewett 
et al. (2004), Oliveira et Cunha (2015), Macedo et Salgado 
(2015), Baybutt (2015), and Duijm (2015).

The risk matrix is constructed from a criterion of qualitative 
classification for the frequency and impact levels, which can 
vary according to the function of the evaluative process, sixe 
of the enterprise, market segment of the enterprise, among 

other factors. Chart 1 presents an example of classification 
and parameterization of frequency and severity levels. 

Chart 1. Example of classification and parameterization of 
frequency and severity levels.

Classification of Frequency
Classification Description Weight

Very rare Less than once a year 1
Rare Once a year 2

Eventual Once a semester 3
Frequent Once a week 4

Very frequent More than once a week 5
Classification of Severity

Classification Description Weight
Very small loss From R$ 0.01 to R$ 500.00 1

Small loss From R$ 500.01 to R$ 5,000.00 2
Average loss From R$ 5,000.01 to R$ 50,000.00 3

High loss From R$ 50,000.01 to R$ 
500,000.00

4

Serious loss Above R$ 500,000.01 5
Source: Adapted from Paulo et al. (2007).

From the levels of frequency and severity, the risk matrix 
is partitioned in regions that characterize the levels of risk to 
be evaluated. The definition of these regions can vary accor-
ding to the risk profile of the manager, the process evaluated, 
and of the operated products and services. Image 1 illustrates 
an example of a risk matrix with risk levels classified as Low, 
Medium, High, and Extreme. In this case, the regions of risk 
can be determined based on the values of risk intensities (va-
lues from 1 to 49), calculated by the product of the weights 
of the variable frequency (from 1 to 7), and the variable se-
verity (from 1 to 7). As a whole, it can be considered that the 
risks placed in the region of high risks indicate the necessity 
of more rigid controls, while the ones located in the low risk 
region demonstrate an adequate control of the risks.

Severity
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A - Low Risk

B - Medium 
Risk

C - High Risk

D - Extreme
Risk

Image 1. Example of risk matrix with classification criterion based 
on the intensity of risk: Low Risk, Medium Risk, High Risk, and 

Extreme Risk.
Source: Designed by the authors.



Electronic Journal of Management & System
Volume 12, Number 1, 2017, pp. 98-107
DOI: 10.20985/1980-5160.2017.v12n1.1190

100

2.2. Performance and Control Matrix

With a goal to enable the allocation of available resour-
ces to implement action plans to control risks, Paulo et al. 
(2007) propose the use of a performance and control matrix 
generated from the measurement of the control level and 
the importance of risk level associated to each type of risk 
being evaluated. 

The level of risk control associated to a certain type of 
risk k, therefore called NCRk, is defined under the following 
formula:

∑

∑
=

j
j

i
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,
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in which wi and wj are weights attributed to the i-th control 
used and to the j-th standard control (in accordance to the 
good control practices), respectively, representing a level of 
capacity of a control designed to mitigate a type of evalua-
ted risk.

The parameter ai is defined by
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in which pl and pm  are weights attributed to the l-th con-
trol attribution used and to the m-th standard attribution, 
respectively, representing a level of significance of an attri-
bution to the effectiveness of a control to mitigate a certain 
type of risk.

Control attributes consist in requisites that characterize 
a certain control, being implemented from action plans. 
The level of risk control can assume the following values:  
NCR=1, when the level of control is equal to the acceptable 
standard;NCR<1, when the level of control is below the ac-
ceptable standard; and NCR>1, when the level of control is 
above the acceptable standard. 

Considering a risk matrix with a scale of weights for the 

variables frequency and severity, varying from 1  (lower 

weight) to p  (higher weight), the level of importance of risk 

( kNIR ) associated to a certain type of risk k  that can be 
described as:

1p
)1If(

1NIR kk
k +

−
+= , and 1k ≥ ,

in which kf  and kI  are, respectively, the given weights to 
frequency and severity of the k-ish risk evaluated. 

From the components NCR and NIR, it is possible to 
build the performance and control matrix. Image 2 present 
an example of a performance and control matrix for five 
types of risks, from which it is possible for the manager to 
identify which risks require to have some improvement in 
control (region for improvement), which have adequate con-
trol (ideal region), and which controls are exceeding (region 
in excess). The ideal region is separated by its lower margin 
by the border of acceptability, being it the minimal level of 
control tolerated by the company. For example, the risks 2, 
4, and 5 are in the region for improvement of control, de-
monstrating the necessity to review the policy for control 
in place. It is seen that the risk 3 presents a higher level of 
control when compared to risk 1, despite the fact that the 
risk 1 has a higher level of importance in risk. In this case, a 
possible action could be applying part of the resources used 
in risk 3 to improve the level of control of risk 1.

In general, an acceptable control policy would place all 
risks in the most adequate region. In the end, it is important 
to mention that the regions for improvement, of excess, of 
urgency, and the adequate ones are defined by the manager, 
based on the profile of risk and of the level of demand for 
control. 

Risk 1

Risk  4

Risk 3

Risk 5

Risk 2
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Region for 
Improvement

Adequate 
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Image 2. Example of a performance and control matrix for five 
types of risks.

Source: Adapted from Paulo et al. (2007).

The method proposed by Paulo et al. (2007) permits to 
identify which risks present inadequate levels of control, as-
sisting the risk manager in the decision-making process rela-
ted to the allocation of financial resources. For example, the 
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manager could reduce the resources applied to risk controls 
placed in the region in excess of the performance and control 
matrix to apply them to the controls located in the region of 
improvement, thus contributing to the optimization of avai-
lable resources to implement risk mitigation plans. However, 
it will be a decision of the manager, based on subjective cri-
teria, which actions (specification of controls and attributes) 
must be implemented with the objective to achieve a target 
of desired level of control.

A relevant question in the moment of the decision-ma-
king process is: which control strategy with minimal cost 
would support the goal of the risk manager? In the next 
section, there is a suggestion for a mathematical model that 
aims to respond to such question, giving the risk manager 
lesser subjectivity in the decision making process to control 
business risks.

3.	METHODOLOGICAL PROCEEDINGS

This section presents a proposed model to determine an 
optimal strategy of allocation of resources to the implemen-
tation of action plans to control business risks. The model is 
applied in a problem of allocation of financial resources to 
manage operational risk.

3.1. Proposed Model

For the purpose of this article, it was defined that strategy 
of control is as set of controls and their respective attribution 
to be performed; and as control target a set of established 
control levels. The problem of allocation is placed as a pro-
blem of integer linear programming, which aims to determi-
ne a control strategy with minimal costs and that satisfies a 
setting of restrictions, such as: control target, dependable 
decisions, minimal quantity of controls, etc.

Considering the concepts and measures presented in sec-
tion 2, it is defined that:

Uk={1,2,...,i,...Nk}: the set of possible controls associated 
to the k-ish risk, and n,,1k = ;

Hk,i={1,2,...,l,...Nk,i} : the set of possible attributes asso-
ciated to the i-ish control of the k-ish risk;

Qk={1,2,...,j,...nk}:  the set of standard controls associated 
to the k-ish risk;

Ak,j={1,2,...,m,...nk,j}: the set of standard attributes asso-
ciated to the j-ish control of the k-ish risk;

wki: the weight of the i-ish control associated to the k-ish risk;

wkj: the weight of the j-ish standard control associated to 
the k-ish risk;

Pkil: the weight of the l-ish attribution associated to the 
i-ish control of the k-ish risk;

Pkjm: the weight of the m-ish standard attribution associa-
ted to the j-ish standard control of the k-ish risk;

ckil: the unit cost of implementation of the l-ish attribution 
associated to the i-ish control of the k-ish risk;

xkil: a binary decision variable, in which xkil=1 , if the l-ish 
attribution associated to the i-ish control of the k-ish risk is 
applicable, and xkil=0  if not.

Based on the indicator (1), the level of risk control asso-
ciated to the k-ish risk, NCRk, is therefore defined as:

∑∑
∑∑

⋅

⋅⋅
=

j m
kjmkj

i l
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k p
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w

w

,

(2)

in which the variable xkil  and the parameters w  and p  are 
as defined previously in this article.

The problem of optimization, in its basic format, is to find 

a set of attributes that minimize the total cost ( CT ), and at 
the same time, it responds to a control target, thus descri-
bed as:

minimize  
∑∑∑ ⋅=
k i l

kilkil xcCT (3)

subject to  

{ }1,0x
NCNCR
NCNCR

kil

max,kk

min,kk

∈

≤

≥
(4)

in which NCk,min and NCk,min are minimal and maximum de-
sired control levels associated to the k-ish risk. It is seen 
that the solution found is given by a vector of dimension 

∑ ∑= k i i,kNN , whose elements are given by  x*
kil,, and  

k=1,...n, i=l,...Nk e l=1,Nk,i, in a way that the set of controls 
to be placed in order is directly established from  x*

kil, thus 
defining the best control strategy (set of controls and their 
respective attributes to be performed).
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It is seen that, by the two restrictions defined in (4), there 
is a control target a set of intervals of control levels, in other 
words,NCk,min ≤ NCRk ≤ NCk,max, and k=1,...,n, in which n is 
the quantity of evaluated risks. Such restrictions are consi-
dered as basic restrictions of the proposed model. However, 
besides these, other restrictions can be considered in a way 
that they treat inherent aspects to the operational process 
of the company or the regulations of supervision and regu-
lation of risk control. For example: the application of a con-
trol element conditioned to the implementation of a certain 
operational system (a dependent choice); control requisites 
that will be incorporated to the plans of action independen-
tly of the power of mitigation or cost of implementation they 
may require.

The previous model proposed enables the manager to 
define a control strategy with minimal costs that achieves a 
desired level of control (or a certain interval) for each type 
of risk. On the other hand, such minimal cost can be found 
above the budget defined to implement the control of risk, 
which would make the application of measurements un-
feasible to achieve an optimal solution based on the model 
(3)-(4). In this case, an alternative is to rewrite the initially 
proposed model with a problem of optimization by targets 
under budget restriction, in means to find a control strategy 
that the resulting level of control is near to the maximum 
level expected (control target). Therefore, the problem con-
sists in finding a set of attributes in which to minimize the 
distance between the levels of control of the evaluated risks 
and their respective expected levels of control, thus descri-
bed as:

minimize  
∑ −
k

kk NCNCR

subject to:

Lxc
k i l

kilkil ≤⋅∑∑∑

,
{ }1,0xkil ∈

in which NCk is the expected level of control (target); 
NCRk, is the level of control associated to the k-ish risk de-
fined in (2); and L the maximum level of resource available 
(budget restriction).

It is suggested the usage of this problem when the budget 
limitation L is lower than the minimal cost (CTmin) found by 
the application of the model (3)-(4).

3.2. Numerical Example

This subsection presents an application of the model 
previously proposed in a problem of allocation of financial 
resources to the management of operational risk. It can 
be considered that the operational risk is associated to the 
events of losses inherent to the operational process of a 
corporation, such as system failure, obsolescence of equi-
pment, professional qualification, typing errors, frauds, 
among others. Studies related to the analysis and to the 
measurement of operational risks can be seen in Gonçalves 
et al. (2014), Urbina et Guillén (2014), and Yang et al. (2015).

Based on the case study presented by Paulo et al. (2007), 
it is considered there are the following types of risks inhe-
rent to the operational process of contract management: 
Contract Risk (R1), Process Design Risk (R2), Conformity Risk 
(R3), Tributary Risk (R4), and Outsourcing Risk (R5). For each 
type of risk, it is defined a set of standard controls; and for 
each control, a set of standard attributes.

To apply the proposed model in this article, it was establi-
shed costs of implementation to each attribution. The five 
first columns of Chart 1 show, respectively, the list of risks, of 
controls, of attributes, and their corresponding weights. The 
column “Cost” refers to the costs of implementation for each 
attribution. The attributes highlighted in bold were defined 
as standard attributes. The column “Attributes in Place” des-
cribes the attributes placed after a cycle of evaluation.

Considering the data found on Chart 1, the Image 3 pre-
sents a performance and control matrix as a result from the 
applicability of the proceedings described in the section 2 
to calculate the level of control (NCR) and the level of im-
portance of risks (NIR). It is seen that the risks from Pro-
cess Design (R2), Tributary (R4), and Outsourcing (R5) pre-
sent inadequate levels of control, as they are found in the 
region for improvement. From this moment, the manager 
can define a control strategy (set of controls and their res-
pective attributes) in order to improve the level of control of 
such risks. Therefore, the proposed model (3)-(4) permits to 
determine a control strategy with minimal implementation 
costs that attend to the control target established (desired 
levels of control).

As an example of application of the model (3)-(4), it is 
considered as a control target defined by the following mi-
nimal control levels: NC1,min=1,0, NC2,min=1,1, NC3,min=1,0, 
NC4,min=1,2 and NC5,min=0,8, which is described as:

minimize

∑ ∑ ∑= = =
⋅=

5
1k

kN
1i

i,kN
1l kilkil xcCT

(5)
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subject to  
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Image 3. Performance and control matrix generated after a 
cycle of evaluation of risks, referring to the process of contract 

management.
Source: Designed by the authors.

in which Nk is the quantity of controls (column “Controls” 
from Chart 1) given to the k-ish risk (column “Risks” from 
Chart 1); Nk,i is the quantity of attributes (column “Attribu-
tes” from Chart 1) associated to the i-ish control; and kilc  
refers to the unit cost (column “Cost” from Chart 1) of the 
l-ish associated attribute to the i-ish control of the k-ish risk. 
The levels of control NCRk are specified according to the de-
finitions in (2).

The solution to the problem (5)-(6) was acquired from 
the function BINTPROG in the Matlab software. The column 
“Attributes to place” in Chart 2 refers to the respective con-
trol strategy with minimal costs. In this case, the minimal 
cost to implement such strategy, calculated by the applica-
tion of the function (5) is CTatual=103,09. This cost is below 
the one from the present control strategy (set of attributes 
defined in the column “Attributes in place” from Chart 2),  
CTatual=163,34. 

Image 4 presents the performance and control matrix 
considering the optimal control strategy described on Chart 
2 (column “Attributes to place”), in which the levels of risk 
control (identified by “∆”) were calculated by the expression 
(1), being NCR1=1,0, NCR2=1,17, NCR3=1,17, NCR4=1,30 

and NCR5=0,8. It is perceived that the restrictions defined 
in (6) were fulfilled. Therefore, it is possible to conclude that 
the model of optimization proposed permitted the best se-
lection of controls to be used, minimizing the costs of imple-
mentation, and placing all risks evaluated (R1, R2, R3, R4, 
and R5) in the adequate region of the performance and con-
trol matrix, in such a manner that the levels of control of all 
risks had an improvement.
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Image 4. Performance and control matrix generated from 
the optimal control strategy, referred to the process of hiring 

management.
Source: Designed by the authors.

Aiming to evaluate the behavior of the solution of the 
proposed model as a function of the degree of demand for 
control, it was established a simulation of the minimal cost, 
calculated from the problem (5)-(6), considering the varia-
tions of the target control (set of control levels). It was de-
fined as the initial control target the set of minimal control 
levels related to the present control strategy (column “Attri-
butes in place” from Chart 2), or NC1.min=0,8, NC2.min=0,45, 
NC3.min=1,0, NC4.min=0,89 and NC5.min=0,76.

In Chart 3, the authors present nine control targets, ge-
nerated from the initial target, for which it was determined 
their respective minimal costs (column “Minimal Cost”). As 
expected, it was seen that the minimal cost increases with 
the development of the demanded minimal control level. 

It is important to mention that a control strategy for mini-
mal costs does not necessarily will be the most appropriate 
strategy from the view of risk management. For example, 
considering the problem (5)-(6), with minimal control levels 
established by the values specified in the ninth control tar-
get, as presented in the Chart 3, NC1.min=1,25, NC2.min=1,00,  
NC3.min=1,50, NC4.min=1,30 and NC5.min=1,17, the Image 5 
shows the position of each type of risk (R1, R2, R3, R4, and 
R5) as a result from the optimal solution found (identified 
by “ο”).
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Chart 1. Classification of the types of risks, of controls, of attributes, and of their respective weights and costs,  
inherent to the process of contract management.

Risks  (k) Controls (i) Weight (w) Attributes (l) Weight (p) Cost (c) Attributes in Place

Contractual Risk
 (R1)

1.1. Hiring Standards 3

1.1.1 2 4.67 √
1.1.2 3 5.65 √
1.1.3 2 9.57
1.1.4 1 3.99

1.2. Documentation 
Standards 2

1.2.1 3 2.95 √
1.2.2 1 9.33
1.2.3 3 5.66 √
1.2.4 2 7.05 √
1.2.5 2 4.43 √
1.2.6 3 9.50 √
1.2.7 2 3.10 √

1.3. Compliance Assuran-
ce Practices 2

1.3.1 3 0.44 √
1.3.2 1 8.16 √
1.3.3 2 7.90 √
1.3.4 2 5.34 √

1.4. Hiring Management 
Practices 2

1.4.1 3 6.08 √
1.4.2 3 3.74 √
1.4.3 2 1.17 √
1.4.4 2 4.34 √

Process Design 
Risk (R2)

2.1. Process Mapping

3

2.1.1 3 9.65
2.1.2 2 5.48 √
2.1.3 1 5.34
2.1.4 1 5.86 √
2.1.5 2 3.26 √

Conformity Risk 
(R3)

3.1. Standards of Functio-
nal Conduct

3

3.1.1 1 5.73 √
3.1.2 3 6.45 √
3.1.3 2 2.99 √
3.1.4 2 0.57 √

3.2. Review Practices 3 3.2.1 2 9.35 √

Tributary Risk (R4)

4.1. Evaluation of Out-
sourced Personnel 1 4.1.2 2 7.71 √

4.2. Documentation 
Standards 2

4.2.1 3 3.26 √
4.2.2 2 2.62
4.2.3 3 2.84 √

4.3. Tributary Administra-
tion Practices 3

4.3.1 3 3.75 √
4.3.2 2 4.16
4.3.3 2 7.89 √
4.3.4 2 7.70 √

Outsourcing Risk 
(R5)

5.1. Outsourcing Policy 3

5.1.1 1 1.99 √
5.1.2 1 1.53
5.1.3 2 2.43 √
5.1.4 2 6.47

5.2. Evaluation of Out-
sourced Personnel 3

5.2.1 2 8.98 √
5.2.2 1 3.85

Source: Adapted from Paulo et al. (2007).
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Chart 2. Types of control, attributes in place and to place (optimal control strategy), referring to the process of contract management. 

Risks (k) Controls  (i) Attributes  (l) Attributes in place Attributes to place (x)

Contract Risk (R1)

1.1. Hiring Standards

1.1.1 √ 1
1.1.2 √ 1
1.1.3 0
1.1.4 0

1.2. Documentation Standards

1.2.1 √ 1
1.2.2 0
1.2.3 √ 1
1.2.4 √ 0
1.2.5 √ 0
1.2.6 √ 0
1.2.7 1

1.3. Compliance Assurance Practices

1.3.1 √ 1
1.3.2 √ 0
1.3.3 √ 0
1.3.4 √ 0

1.4. Hiring Management Practices

1.4.1 √ 1
1.4.2 √ 1
1.4.3 √ 1
1.4.4 √ 0

Process Design Risk 
(R2) 2.1. Process Mapping

2.1.1 1
2.1.2 √ 1
2.1.3 0
2.1.4 √ 0
2.1.5 √ 1

Conformity Risk (R3)
3.1. Functional Conduct Standards

3.1.1 √ 0
3.1.2 √ 1
3.1.3 √ 1
3.1.4 √ 1

3.2. Review Practices 3.2.1 √ 0

Tributary Risk
 (R4)

4.1. Evaluation of Outsourced Personnel 4.1.2 √ 0

4.2. Documentation Standards
4.2.1 √ 1
4.2.2 1
4.2.3 √ 1

4.3. Tributary Administration Practices

4.3.1 √ 1
4.3.2 1
4.3.3 √ 1
4.3.4 √ 1

Outsourcing Risk (R5)
5.1. Outsourcing Policy

5.1.1 √ 1
5.1.2 1
5.1.3 √ 1
5.1.4 0

5.2. Evaluation of Outsourced Personnel
5.2.1 √ 0
5.2.2 1

Source: Designed by the authors.
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It is seen that all risks are above the border of acceptabi-
lity of the performance and control matrix, yet it is possible 
to consider it was not the most appropriate strategy for con-
trol. This fact occurs once the conformity risk (R3) is placed 
in the region of excess, thus part of the resources used to 
control it could be allocated to improve the level of control 
of another type of risk with higher importance (as for exam-
ple, in the process design risk, R2).

A possible control target would be to define the in-
tervals of the control levels associated to the levels of 
importance of risks, once the most relevant risks are sig-
ned with higher levels of minimal control. For example, 
the positions identified with “∆” in Image 5 represent 
the levels of controls generated, considering the follo-
wing restrictions:1,0 ≤ NCR1 ≤ 1,3, 1,1 ≤ NCR2 ≤ 1,2,  
0,9 ≤ NCR3 ≤ 1,1, 1,36 ≤ NCR4 ≤ 1,5 and 0,8 ≤ NCR5 ≤ 1,0. 
It is possible to see that, in average, the level of control is 
proportional to the level of importance (or relevance) of the 
risks. 
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Image 5. Performance and control matrix
Source: Designed by the authors.

* “o” represents the position of each type resulting from the 
optimal solution found, considering as minimal control levels 

(target) those specified in the ninth control target presented 
in Chart 3, while “∆” represents the position originated from 
the optimal control strategy, considering as targets the follo-
wing intervals of control:1,0 ≤ NCR1 ≤ 1,3, 1,1 ≤ NCR2 ≤ 1,2,  
0,9 ≤ NCR3 ≤ 1,1, 1,36 ≤ NCR4 ≤ 1,5 and 0,8 ≤ NCR5 ≤ 1,0.

It is important to mention that the model here proposed 
considers as constant the level of importance of risk (NIR), 
being only a component of the level of control of risk (NCR) 
affected by the control strategy generated by the model (3)-
(4), as it is identified by the images 3 and 4 (occurrence only 
seen by the vertical movement of the control levels). Ano-
ther aspect to be highlighted is the fact that the model con-
siders that controls and attributes are exclude one another 
in such manner that each attribution is associated to one 
single control, and each control is associated to one single 
type of risk.

4.	FINAL CONSIDERATIONS

This article presented a model that enables to determine 
an optimal strategy to allocate resources to manage business 
risks. The problem of allocation is formulated as a model of 
integer linear programming, in which the function-objective 
represents the total cost of implementation of control attri-
butes, and that the basic restrictions are characterized by a 
specific control target (set of control levels attributed to the 
risks evaluated). The model proposed assists the risk mana-
ger to define a control strategy with minimal costs that ful-
fills the desired control level.

The results found showed that the model proposed is 
presented as an adequate tool to the best allocation of fi-
nancial resources. Its usage permits better conditions to 
support the decision making process in risk management, 
facilitating the positioning of managers in situations that the 
best exposition also depends on the set of available financial 
resources, and in the case presented, on the costs. Such res-
trictions are inherent to the business reality and they could 
include legal restrictions (mandatory controls, for example), 

Chart 3. Simulation of the minimal cost as function of the average of the minimal control levels.

Control Targets NC1.min NC2.min NC3.min NC4.min NC5.min Minimal Costs
1 0.83 0.45 1.00 0.89 0.67 70.77
2 0.88 0.50 1.05 0.94 0.72 77.51
3 0.93 0.55 1.10 0.99 0.77 81.64
4 0.98 0.60 1.15 1.04 0.82 86.36
5 1.03 0.65 1.20 1.09 0.87 97.40
6 1.08 0.70 1.25 1.14 0.92 110.81
7 1.13 0.75 1.30 1.19 0.97 115.10
8 1.18 0.80 1.35 1.24 1.02 126.99
9 1.23 0.85 1.40 1.29 1.07 137.40

Source: Designed by the authors.
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budget restrictions (availability of resources, for example), 
among others.

It is important to mention that the proposed model con-
siders as constant the level of importance of the evaluated 
risks (NIR), being only a component of the level of risk con-
trol (NCR) affected by the control strategy set by the model 
(3)-(4). A suggestion is to incorporate the optimization of the 
model to the component NIR, in order to permit the occur-
rence of horizontal or oblique movements from the position 
of a risk under the performance and control matrix. Another 
suggestion would be to adjust the model in order an attribu-
tion (or control) could be applied in more than one type of 
control (or type of risk).
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