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ABSTRACT 
Studies on Information Technology (IT) outsourcing in small businesses are relevant because of the prominent 

position these organizations occupy in the market. Thus, this research aims to identify the risks of outsourcing IT in small 
companies and analyze the initiatives/actions taken to reduce such risks. As a research method, the study of multiple 
cases was used in small companies that use Information System (IS) outsourced. Data analysis was used to analyze the 
data. The results indicate that the model identified for small companies, where short-term strategies and reactive ac-
tions prevail, end up making them vulnerable to the risks of IT outsourcing. Limitations and research opportunities are 
included in the final considerations.
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1.	  INTRODUCTION

Information Technology, in the environment of volatilities 
and rapid changes in organizations, has the role of making 
processes in companies more developed and with secure in-
formation about the business (Oliveira et al., 2015). Informa-
tion technologies are characterized by ubiquity, since they 
are in every productive environment, from the operational 
to the strategic level of the organization (Moraes, 2007), due 
to the facilities of access, acquisition and standardization of 
supply in the market (Chae et al., 2014).

In small companies, the trend of using IT follows the same 
line as in medium and large organizations, the difference be-
ing in the amount of resources and the speed of adoption 
of the technology (Lunardi et al., 2010). As a result of their 
resource constraints, when compared to large companies, 
small companies tend to opt for IT outsourcing, a decision 
that may be cost-appropriate but it also brings other con-
cerns, which begin with the process of choice of systems, as 
well as the IT service provider (Chang et al., 2012).

When it comes to IT outsourcing, dealing specifically with 
the information system (SI), its occurrence is the search for 

better market practices (Oliveira et al., 2014), that is, small 
businesses seek to optimize processes, mostly operational, 
seeking fast and consistent information, through its imple-
mentation (Laranjeira, 2012).

IT outsourcing is a current topic, however, the predomi-
nant literature in the Brazilian scenario addresses the phe-
nomenon in medium and large organizations (Lunardi et 
al., 2010), as, for example, the study of Prado (2011) on the 
risk of mitigation in IT outsourcing, in which only large and 
medium-sized companies are used. Additionally, national 
studies have addressed the decision factors for investments 
in internal IT and outsourcing (Oliveira et al., 2014; Löbler 
et al., 2015). In the international field, in the 1990s, Aubert 
et al. (1998) researched the risk management of outsour-
cing IT in a large insurance company. Along the same lines, 
Willcocks et Feeny (2006) used Dupont, a large company, 
for its research regarding IT outsourcing and the core capa-
bilities. Qi et Chau (2012), on the other hand, researched 
the relationships, contracts and success of IT outsourcing, 
using in its case study TAL Apparel, one of the largest ap-
parel manufacturers in the world and Pepsi Cola Beverage 
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(Guangzhou), one of the largest companies in the food and 
beverage segment in the world. More recently, studies have 
focused on the factors for choosing IT vendors (Chang et al., 
2012), offshore IT outsourcing (Chang et De Búrca, 2016), 
capacity development from outsourcing (Gewe et al., 2016), 
among others.

Considering the predominance of studies in large com-
panies, it is pertinent to concentrate efforts in the research 
of the ‘IT outsourcing’ phenomenon in small companies, 
since it is a field that is surrounded by peculiarities (Prado, 
2011). This segment of companies represents the backbone 
of several economies, such as China, Brazil, Chile and Euro-
pe, which own 99% of companies in this size within their 
economies; in India, these companies account for 45% of 
the industrial production (Zhang et al., 2008, Sebrae, 2013, 
Ruivo et al., 2012, Cebri, 2012).

Small businesses represent an important source of em-
ployment. They leverage economic and social development, 
incorporate new technologies, and become competitive in 
both developed and developing countries (Ghobakhloo et 
al., 2011). According to data from Sebrae (2013), 52% of 
Brazilian formal jobs are in small enterprises. 

These companies usually do not have internal IT structu-
re, so outsourcing is a constant practice. This is a situation 
that usually occurs due to the scarcity of resources to invest 
in IT itself (Martens, 2001; Lunardi et al., 2010).

IT outsourcing brings numerous benefits, but it also 
brings several risks that need to be mitigated by managers. 
Historically, the risks involved include failure of security 
(Willcocks et al., 2002; Dhillon et al., 2017); supplier oppor-
tunism (Aubert et al., 1998, Prado, 2011); negligence in the 
interrelationships for risk management (Fan et al., 2012); 
inappropriate use of the contracted product, due to low 
capacity to manage the customer by technology (Beraldi et 
Escrivão Filho, 2000; Han et al., 2013), among others that 
deserve to be studied to be of great impact, especially, on 
small businesses .

Considering the research demand, this article aims to 
identify the risks of outsourcing IT in small companies and to 
analyze the initiatives/actions to mitigate these risks.

The article is structured in four more sections besides 
this introduction. Section 2 presents the theoretical frame-
work, which includes subjects related to the concept and 
characteristics of IT outsourcing, its risks and actions for its 
reduction; in section 3, are the methodological procedures 
adopted in the research; in sections 4 and 5, the results ob-
tained with the research are presented, followed by the final 
considerations.

2.	 IT OUTSOURCING AND SMALL BUSINESSES

This section describes the relationship between IT and 
small businesses (subsection 2.1) as well as IT outsourcing 
within organizations, their risks and mitigation initiatives 
(subsections 2.2 and 2.3).

2.1 Information technology and small businesses

In the recent scenario, small companies have a large share 
of the market, both in revenue and in jobs. All this visibility 
has forced small businesses to invest in various information 
technologies, tools that can give them time-based decision 
making, no longer based on assumptions. IT also makes it 
possible to develop competitive strategies by means of 
knowledge of the business itself, seeking sustainability in its 
field of activity (Sacilotti, 2011; Ghobakhloo et al., 2011).

Among the factors considered by small companies to 
adopt IT, the external pressure on the figure of the compe-
tition is seen as the one of great influence (Oliveira et al., 
2014), because in the understanding of managers, if there is 
no pressure for its use, neither there is a need for its adop-
tion (Alam et Noor, 2009; Sarosa et Zowghi, 2003). This fac-
tor confirms that IT adoption by small businesses is based 
on the assumption that it should make it more competitive 
in the market by adding value to its business by obtaining re-
turn through IT investment (Ghobakhloo et al., 2011; Sarosa 
et Zowghi, 2003).

In addition, access to outsourced IT resources benefits 
small businesses by having few employees, and the owner 
often assumes the role of manager, making IT critical to 
overcoming the limits of their reduced physical and human 
structure (Martens, 2001). In this context, the use of exter-
nally offered IT capabilities represents market opportunities 
for small firms (Gewe et al., 2016).

In these acquisition/outsourcing processes, some fac-
tors may influence or limit the absorption of technological 
models. In small companies, managers and employees are 
central to successful investment and outsourcing (Löbler et 
al., 2012). Management support in relation to IT can deter-
mine the success or failure of these resources (Oliveira et 
al., 2014), whose most relevant factor is the user, who needs 
organizational support to understand the tool available, so 
that it does not become an unnecessary expense (Prates, 
2003; Cristofoli et al., 2012).

On the other hand, making IT more financially afforda-
ble is the greatest difficulty faced by small firms in adopting 
technology, which may be critical to their growth and com-
petitiveness (Lunardi et al., 2010). Thus, with limited finan-
cial resources, caution is the best way for small companies in 
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the IT selection and implementation process, evaluating the 
impacts on all company variables, taking into account the 
strategies adopted, including the criteria to choose suppliers 
(Chang et al., 2012). For a company of this size, a wrong 
choice can be devastating, considering the representative-
ness of the investment in the budget (Gonçalves et al., 2010; 
Sarosa et Zowghi, 2003).

2.2 IT Outsourcing

Loh et Venkatraman (1992, p.33) define IT outsourcing 
as “the significant contribution by external suppliers, the 
physical and/or human resources associated with the entire 
or specific IT infrastructure components in the user organi-
zation.” For years, IT outsourcing has been seen only as a 
means of reducing costs; Recently it is seen as a differen-
tial instrument of a company, which brings greater visibility 
of the business to clients and suppliers, adding value to the 
organization, when applied in the improvement of the op-
erational and management processes and, therefore, better 
evaluating them (Prado et al. Cristofoli, 2012).

The outsourcing of IT is based on the expectation of mak-
ing the company more competitive in the market in which 
it operates, but for that to occur, it is necessary that it be 
aligned with the organization’s objectives (Cristofoli et al., 
2012). In the context of advantages, technological outsourc-
ing is seen as a means of developing technological capabili-
ties, enabling small businesses to benefit from technological 
learning, acquisition and application of new technologies to 
the production process, access to new markets (Gewe et al., 
2016), among others.

In order to align expectations and strategies to achieve 
better results, agreements between suppliers and customers 
of IT outsourcing are established through contracts (Cristo-
foli et al., 2012). This formal agreement provides knowledge 
transfer between supplier and customer, positively impact-
ing IT outsourcing user’s productivity (Chang et Gurbaxani, 
2012). The complementarity between vendor and customer 
capabilities is associated with the success of IT outsourcing. 
For Han et al. (2013), the greater complementarity between 
these capacities occurs when suppliers and customers have 
similar levels of capacity, which makes it possible to extract 
greater value from outsourcing. In addition, the use of exter-
nal IT capabilities can contribute to process and firm perfor-
mance in small enterprises (Oliveira et al., 2016).

In addition to those mentioned, several issues are ad-
dressed in the literature regarding IT outsourcing, such as: 
determinants of IT outsourcing (Loh et Venkatraman, 1992); 
insights into the practice of IT outsourcing (Lacity et al., 
2009); the use of Transaction Cost Theory in IT outsourc-
ing (Alaghehband et al., 2011), results of IT outsourcing in 

Brazilian organizations (Prado et Cristofoli, 2012); empirical 
analysis of IT outsourcing, knowledge transfer, and firm pro-
ductivity (Chang et Gurbaxani, 2012); models of IT outsourc-
ing management (Bergamaschi, 2004); risk mitigation in IT 
outsourcing (Prado, 2011); risk and mitigation assessment 
(Willcocks et al., 2002); risk analysis in IT outsourcing and 
communication (Prado, 2009).

From the other extreme of the advantages, various sub-
jects derive. Among them, the risks involved in outsourcing, 
which is one of those that deserve greater prominence, to 
be present from the formulation of the contract, during the 
implementation process, until its effective use, being able 
to determine its success or failure (Willcocks et al., 2002 , 
Saroza et Zowghi, 2003, Chang et al., 2012b; Dhillon et al., 
2017).

2.3 IT Outsourcing Risks

When an organization decides to outsource IT, it must 
clearly visualize not only the benefits, but also the risks 
involved in decision making and execution (Aubert et al., 
1998; Prado, 2011). Risk management works with risk mi-
tigation mechanisms, through their identification, assess-
ment and likelihood of occurrence within the organization 
(Lacity et al., 2009). 

Many of the risks to which clients are exposed by out-
sourcing IT can be mitigated early in the process through 
the contract between the parties (Bergamaschi, 2004). The 
contract is the legal basis that will guide the relationship of 
the supplier with the customer. However, only the prepa-
ration of a contract does not guarantee that the organiza-
tion is exempt from mishaps as they are limited so that they 
cannot foresee all organizational, supplier and market chan-
ges during the duration of the contract. There is no way to 
presuppose the uncertainties of the unknown future; esta-
blishing a partnership with the supplier is the way for the 
organization to create an exchange model independent of 
the contract (Prado, 2011).

According to Chang et al. (2012), the choice of suppliers 
in the process of IT outsourcing involves the analysis of four 
capacities, covering the ability of professional skills, service, 
operation and external evaluation (e.g. contract flexibility). 
However, the technological capabilities of those involved (cus-
tomer and supplier) should be complementary to the greater 
success of outsourcing and risk minimization (Han et al., 2013; 
Bergamaschi, 2004). The contractor has a broad knowledge of 
its operational and strategic activities, while the supplier has 
the foresight to see the risks and their probability of occurren-
ce in the organization from previous experiences added to the 
knowledge of the business to be passed on by the contractor, 
thus obtaining an adequate analysis of the risks involved and 
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reducing the chances of the organization not achieving the 
desired return (Prado, 2011).

And when it comes to small business it is necessary for the 
manager to understand the risks involved in IT outsourcing. 
These companies have dynamic strategies that are almost 
always informal and end up opting for decisions about the 
short-term prism (Lunardi et al., 2010). This reality makes IT 
outsourcing contracts that do not include these variables, a 
risk for organizations.

According to Lunardi et al. (2010), there is a need for 
small business managers to start working on long-term stra-
tegies, properly planning their technological investments. 
For, as in any type of investment, risks must be evaluated 
and managed, which occurs when one knows the current 
situation of the business and makes projections for future 
situations (Aubert et al., 1998).

The literature on IT outsourcing risks is predominantly 
applied to large enterprises, with the exception of recent 
studies applied to small firms (e.g. Gewe et al., 2016; Chang 
et al., 2016). During the last twenty years, several IT out-
sourcing risk factors have been presented in the literatu-
re, mainly in the international scenario. The main factors 
mentioned include, among others, the agents of exchange 
relationship – customer and supplier (Chang et Gurbaxani, 
2012; Willcocks, Lacity et Kern, 2002), the establishment of 
contract criteria (Willcocks et Feeny, 2006; Dhillon, Syed et 
Sá-Soares, 2017), systems/software (e.g. Tallon, 2013), and 
outsourcing planning (Willcocks, Lacity et Kern, 2002; Han 
et al., 2013).

Based on the revised literature on the subject, in both 
national and international journals, the risk factors of IT out-
sourcing are listed, with the specification of these risks and 
the mitigating actions (Table 1). They will be used as a basis 
for analyzing empirical research data.

From the elements reviewed in the literature (Table 1), 
data are collected from small companies to respond to the 
research objective. 

3.	METHOD

The methodological approach used in the research was 
the multiple case study method. Yin (2010) defines case 
study as an investigation based on experience, that is, in-
vestigation to obtain detailed and in-depth data, to arrive 
at an explanation for the phenomena of contexts that are 
not clearly evident. 

The case study method is not only about data collec-
tion, but rather a broad research technique for analyzing 

contemporary events (Hori, 2003; Yin, 2010). This type of 
research has been used in the literature of Information 
Systems, such as Dolci (2009), Souza (2000), Qi et Chau 
(2012), Willcocks et Feeny (2006), among others.

This methodological approach is justified because it 
proposes to identify and analyze in depth a contemporary 
phenomenon that intensifies in new ways, in this case IT 
outsourcing in small companies (Perez et Zwicker, 2005).

3.1 Data Colection

At the data collection stage, multiple sources of evi-
dence (Yin, 2010) were adopted, which allowed trian-
gulation in the cases studied. The data were collected 
in small companies with outsourced information system 
and in companies that work with software development 
and provision of IT service, located in the Southern Cone 
of the State of Rondônia. The “customer-supplier of IS” 
study perspective (system user and supplier) was used in 
order to capture the vision of the two interlocutors and to 
identify potential conflicts and agreements regarding mit-
igation risks and actions in relation to IT outsourcing. This 
approach of confrontation between customer and suppli-
er in the context of IT outsourcing has been adopted in 
the literature, such as Dhillon et al. (2017).

For the collection, the interviews were first used. Ac-
cording to Yin (2010), the interview is a source of informa-
tion relevant to the case study, considering the fact that 
the technique covers human and behavioral issues.

This research seeks to gather information about IT out-
sourcing in small companies, specifically the risks of out-
sourcing and actions to reduce these risks, that is, a be-
havioral event, so that interviews were used as the main 
source of evidence in this research.

The second source of evidence was documentary anal-
ysis, which, in this research, was characterized by an 
analysis of IT outsourcing contracts of small companies 
(clients). This source is important because it contains spe-
cific details that support information from other sources 
(Yin, 2010).

As a third source of research, direct observation was 
adopted, which adds new perspectives to understanding 
the context (Yin, 2010). In this article, it was applied with 
notes during visits to companies during interviews.

According to Yin (2010), “the use of multiple sources of 
evidence in the case studies allows the investigator to ad-
dress a wider range of historical and behavioral aspects”. 
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Table 1.   Risks in IT outsourcing

Risk factors Risks of IT outsourcing Actions to reduce risks Source

Suppliers

Exaggerate your capabilities Consult supplier’s references. Willcocks, Lacity et Kern 
(2002); Chang et al. (2012)

Supplier Opportunism Know the process of outsourcing in advance, so 
the work of the supplier can be supervised. Aubert (1998); Prado (2011)

Criteria for evaluating potential 
suppliers

Cost, price, and knowledge capabilities must be 
considered.

Chang et Gurbaxani (2012); 
Chang et al. (2012)

Clients

Unrealistic Customer Expec-
tations

Make a detailed contract, so that these expecta-
tions are inserted as it is made.

Willcocks, Lacity et Kern 
(2002).

Lack of customer maturity and 
experience with IT outsourcing

Be cautious in outsourcing, dividing in parts to 
gain experience and security.

Willcocks, Lacity et Kern 
(2002).

Negligence in interrelation-
ships for risk management

A relationship of commitment between client 
and supplier is required. Fan, Suo et Feng (2012).

Contracts

Long contracts The contract should contemplate changes in the 
business scenario and technology. Bergamaschi (2004).

Inflexible hiring Opt for short-term contracts, use performance-
-based contracting.

Willcocks, Lacity et Kern 
(2002);

Fitoussi et Gurbaxani (2012).

Truncated hiring
Contracts where the supplier’s forms of work 

are clear and know what the penalties are if the 
contractual clauses are not fulfilled.

Willcocks, Lacity et Kern 
(2002); Dhillon, Syed et Sá-

-Soares (2017)

Negligence in long contracts Develop strategy capacity for long-term measu-
res. Willcocks et Feeny (2006).

Software

Slow response time Negotiate guarantees regarding response time. Willcocks, Lacity et Kern 
(2002).

Interdependence of activities Employees participate actively in the outsour-
cing process. Aubert (1998).

Database Parity between acceptable and accessible risks. Tallon (2013).

Security failure Track access, encrypt data.
Willcocks, Lacity et Kern 

(2002); Dhillon, Syed et Sá-
-Soares (2017)

Planning

Lack of IT strategies Manage IT taking into account the line of busi-
ness and techniques outlined.

Willcocks, Lacity et Kern 
(2002).

Transition Failure Plan the transition period and test the software 
before deciding to use.

Willcocks, Lacity et Kern 
(2002).

Improper use of the contracted 
product Training for employees. Beraldi et Filho (2000); Han et 

al. (2013)
Source: Elaborated from the literature.

3.2 Data Analysis

Data collection was performed between December 2013 
and February 2014. Data were analyzed through content 
analysis. According to Bardin (1979), content analysis “is a 
research technique whose purpose is the objective, syste-
matic and quantitative description of the manifest content 
of communication”. 

The content analysis was traced through a data analysis 
strategy, based on the inference of knowledge about IT out-
sourcing in small companies, emphasizing the risks of out-
sourcing and the actions to reduce them (Bardin, 1979).

For content analysis, the a priori categories, presented in 
Table 1, are used. These categories cover risk factors, risks 
and mitigating actions - elements identified in the literature. 
To address the results, the analysis will prioritize, in parti-
cular, the ‘IT outsourcing risks’ and ‘risk reduction actions’ 
columns in Table 1.

4.	RESULTS AND DISCUSSION

This section addresses the characteristics of the multiple 
case studies surveyed, as well as the explanation of the risks 
of IT outsourcing in small companies and the actions to mi-
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tigate them. Finally, there is the discussion between the lite-
rature used (Table 1) and the research data.

4.1 Characterization of the cases studied

Based on the definition of the sources of evidence, the 
case study protocol was elaborated, with the scope of gui-
ding the research in the collection of data. The case study 
protocol was applied in small companies with outsourced IT 
from the sectors (from): i) apparel sales; (ii) food; and (iii) 
mechanical services. Research was also conducted with IT 
companies that serve small businesses. In this case, in a spe-
cific way, these companies are providers of information sys-
tems and they also provide IT service for the maintenance of 
software and hardware.

Therefore, the research was carried out from the pers-
pective of IS customers and suppliers, in order to identify the 
risks and the mitigating actions of the outsourcing risks of IT. 
This approach aims to clarify the real risks faced by business 
customers.

In the research, consolidated companies were used in 
their areas of activity, being these organizations chosen by 
the large number of companies that operate in each sector, 
which represents a relevant factor in the application of the 
results of this research in the future.

At the first moment, three pilot case studies were carried 
out to adapt the proposed research (Yin, 2010) and refine-
ment of the case study protocol, as proceeded in related stu-
dies (Souza, 2000; Dolci, 2009). These pilot case studies are 
divided as follows:

A.	 01 (one) pilot case study: conducted in a small com-
pany with a consolidated IT outsourcing process;

B.	 01 (one) pilot case study: applied in a small company 
that was going through the IT vendor switching pro-
cess;

C.	 01 (one) pilot case study: conducted in an IT com-
pany (suppliers) that develops software, as well as 
providing IT service.

In order to refine the protocol, the pilot case studies in-
cluded the perspective of the three groups analyzed in the 
final/complete study (three of clients and one IT vendor), 
including start-ups in IT outsourcing.

Subsequent to the refinement of the case study protocol, 
eight complete case studies were carried out. Among them, 
six were carried out in small companies with outsourced IT, di-
vided into three groups according to the IT outsourcing stage: 

A.	 02 (two) small companies that were starting the pro-
cess of adoption of outsourced IT;

B.	 02 (two) small companies with the process of out-
sourcing consolidated; 

C.	 02 (two) small companies that were going through 
the IT vendor replacement process.

These six companies outsource IT with respect to the In-
formation System (IS) and the provision of IT service (main-
tenance). Therefore, the outsourcing of IT in the research is 
treated in this perspective.

Two case studies were carried out in IT companies 
(suppliers) that develop software, as well as the provision of 
IT service, divided into two groups: 

A.	 01 (one) IT company that develops software or pro-
vides small business IT services with outsourced and 
consolidated IT;

B.	 01 (one) IT company that develops software or pro-
vides IT service to small businesses that are going 
through the IT vendor switching process.

As the cases do not all resemble each other, Table 2 high-
lights the stage of IT outsourcing, the branch of activity of 
the organizations studied, the time of use and the reason 
for outsourcing – as aspects of the distinction between the 
analyzed cases.

In this research, the initial and consolidated titles were 
used to indicate the stage of outsourcing (Table 2) in four 
small companies of the research so that what determined 
this differentiation between them was the way IT was being 
developed within these organizations. The beginners were 
thus called to use the systems only in operational processes 
(e.g. sales, fiscal control), while the consolidated ones make 
the use of IT (systems) comprehensively in their processes, 
using it in the operational activities and in the strategic ac-
tions of their organizations (e.g. financial, planning).

Table 2 shows the use time of outsourced IT and the rea-
son for its use as the main notes. As for the time of use of 
outsourced IT, it is noted that this item does not determine 
the stage in which the company is in the process of outsour-
cing, with the exception of the beginners, since among small 
companies with consolidated IT and those that are replacing 
the IT/IS there is not a considerable distance in the time of 
use of outsourced IT. There is also no relation of time to the 
stage of outsourcing they are in (example: companies ‘repla-
cing systems’ have been outsourcing IT for many years). The 
small companies that were replacing IT went through this 
process due to problems with previous vendors.
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Regarding the reasons for IT outsourcing, all small com-
panies understand the cost of investments in their own 
systems and in infrastructure as the determinant factor for 
their adoption. According to small companies, this reality is 
justified by the fact that they neither have the infrastruc-
ture, nor the purchasing power to maintain an internal IT, 
besides understanding that there is no such need.

4.2 Risks of IT outsourcing in small businesses

The risks are inherent to the adoption of outsourced IT 
by small enterprises, so they reach all, varying only the in-
cidence on a larger or smaller scale. Based on the analysis 
of thematic content (Bardin, 1979), based on data from the 
sources of evidence (interviews, documentary analysis and 
direct observation), Table 3 shows only the results for the 
companies (clients and suppliers) that are present in the Li-
terature review (Table 1), in line with the outsourcing stage 
of each case (Table 2).

Table 3 shows the incidence of risks found in the literatu-
re in small companies from the perspective of both clients 
and IT suppliers, so that the small firms’ knowledge risks are 
only those that have already occurred in their companies. 
This assertion is confirmed by organizations when questio-
ned about the risks presented:

(I1) “[...] Other than those risks I said, honestly, I 
had not yet thought about them...” (F1) “... What 
happens is that the risks that are our responsi-
bility have preventive actions developed, but 
other risks depend on our customers, but they 
end up giving us as the only culprits.” (C1) “... 
Most of the risks you mentioned are difficult to 
happen in small companies like mine”.

On the other hand, some risks not identified in the re-
viewed literature appeared in the empirical phase of the re-
search. They are listed in Table 4.

As for the knowledge risks of small companies and IT 
companies (Table 4) there is unanimity among companies I1, 
C2 and S1 regarding the problems with the assistance offered 
by IT suppliers (systems and services). According to these 
companies, there have already been situations where these 
risks have affected operational services. On the other hand, 
IT companies pointed out as risks (besides those in the lite-
rature) the operational vice and improper use of the softwa-
re (F1 and F2). This is because small business customers are 
reluctant to change their way of working, even if they are for 
process improvements, creating situations that often cause 
serious errors in the database. According to the supplier F1, 
the small companies only acquire management systems as a 
result of the fiscal obligation; at any time they have shown 
concern in terms of the risks and most of them do not use 
5% of the system capacity.

4.3 Actions to mitigate risks

Because risks are inherent in the process of IT outsour-
cing, small businesses need to take action to reduce or 
prevent them. Table 5 presents the results for the small 
companies and IT companies mentioned in the revised li-
terature (listed in Table 1), according to the outsourcing 
stage (Table 2).

Regarding the actions to reduce the risks of IT outsour-
cing, Table 5 brought the actions identified in the literature, 
in comparison with the position of the organizations surve-
yed regarding the adoption of risk mitigation practices. It is 
noticed that there is no effective symmetry between what 
the literature proposes and the reality of small companies, 
leaving clear the gaps between the two visions.  

In addition, Table 6 presents the actions to reduce IT out-
sourcing risks developed by these organizations that were 
not identified in the revised literature (Table 1).

Table 2.  Main characteristics of the cases studied

Outsourcing Internship Branch of activity Use of Outsourced IT Why Outsource IT? Interviewee
Beginner – I1 Food 02 Years Cost Businessman
Beginner – I2 Food 02 Years Cost Businessman

Consolidated – C1 Clothing 08 Years Cost General manager
Consolidated – C2 Food 12 Years Cost Businessman
Substituting IT – S1 Mechanical services 15 Years Cost Financial manager
Substituting IT – S2 Mechanical services 06 Years Cost Businessman

Supplier – F1 IT Company 16 Years - Branch Manager
Supplier – F2 IT Company 13 Years - Businessman

Source: Research Data
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In the actions listed by the organizations there is also no 
unanimity, that is, they do not share the same procedures 
against the risks of outsourcing IT, but the reactive way of 
how these actions are designed coincides between these 
organizations. This can be proven in the interviewees’ spee-
ches when asked about how they develop these actions in 
their organizations:

(I2) “[...] here in the company we do not have de-
fined actions for these risks with IT; a problem 
happens and then we develop an action to cor-
rect it”. (S1) “[...] so... after we write down what 
we are going to do, if there is a certain risk - we 
do not have it – but, when it happens, we end up 
finding a way to solve it.” (C2) “... For some time 
we have been having defined actions for some 
risks, but for those of daily life, most of them are 
still reactive, yes”.

Both the small companies and the IT companies surveyed 
believe that it is from the experience of various situations 
that it is possible to know firm actions towards the risks of 

IT. For them, only experience brings efficient action. Despite 
being an important vision, it ends up taking from these orga-
nizations the focus of developing preventive actions.

After outlining the risk path of IT outsourcing, as well as 
actions to mitigate these risks, Table 7 is presented. This ta-
ble gathers the risks and actions found in the research orga-
nizations, based on the literature (Table 1), as well as those 
not pointed out in the literature, but identified in the empi-
rical phase (cases).

5.	DISCUSSION

As for the reasons for using outsourced IT, the six small 
companies (customers) were unanimous in affirming that it 
is a mechanism to reduce costs, which is the only factor ta-
ken into account by them for the implementation of this IT 
structure. Whereas, for IT companies (suppliers), small com-
panies contract their services taking into account, as a main 
factor, the fiscal obligations. For Prado et Cristofoli (2012) 
the two views presented are outdated because they present 

Table 3. Risks in outsourcing IT

Risk Factors Risks of IT outsourcing I1 I2 C1 C2 S1 S2 F1 F2

Suppliers

Exaggerate your capabilities. X X X X X X
Supplier quit the business.

Supplier opportunism.
Evaluation criteria of potential suppliers.             X X

Clients
Unrealistic customer expectations.     X X     X X

Lack of customer maturity and lack of experience with IT outsourcing.
Negligence in interrelationships for risk management.             X X

Contracts

Long contracts. X     X   X    
Inflexible hiring. X X
Truncated hiring. X

Negligence in long contracts.                

Software

Slow response time. X X X X X X    
Interdependence of activities.

Database. X X X X X X X
Security failure.             X  

Planning
Lack of IT strategies. X X

Transition failure. X X
Improper use of the contracted product. X X X X X X X X

Source: Elaborated from literature and research data.

Table 4. Other risks in IT outsourcing (research cases).

Risk Factors Risks of IT outsourcing I1 I2 C1 C2 S1 S2 F1 F2

Suppliers
Delay in assistance. X X X

Poor service. X     X X      

Clients
Operative vice.             X X

Misuse of software. X X
Acquire the software only by fiscal obligatoriness.             X  

Source: Research Data.
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functionalities that are only a consequence of the use of 
outsourced IT to improve processes and develop more ef-
ficient business management strategies.

Regarding the risks of IT outsourcing, it was noticed that 
there is no prior and comprehensive knowledge of these 
risks in small companies. Thus, in these companies, it is 
only after their occurrence that strategies are drawn to eli-
minate other situations of the same nature, following in 
the opposite direction to the literature (Aubert et al., 1998; 
Prado, 2011).

Among risks, clients and contracts appear to be the most 
conflicting because of their divergence in IT outsourcing 
among small businesses, IT vendors, and the researched li-
terature. In the “customers” risk factor, the companies con-
solidated in IT outsourcing have the discernment that, even 
though they are the main stakeholders, they can also be risk-
-takers when they do not know the ways of outsourcing (un-
realistic expectations towards the supplier). Contrary to this 
assertion, both startups and IT starters do not see the lack 
of knowledge about outsourcing as risk, which therefore im-
pacts on the lack of actions to reduce this risk or ineffective 
actions.

In the “contracts” risk factor, IT companies (suppliers) 
understand that they do not pose risks to small compa-
nies, contrary to the set of risks defended by Cristofoli et al. 
(2012) and Chang et Gurbaxani (2012). On the other hand, 
small businesses (customers) also share the idea that con-
tracts are one of the risks of outsourced IT. 

With regard to actions to reduce the risks of outsourcing 
IT, one of the main problems is the lack of an early study of 
outsourcing by small companies, which does not corrobora-
te the literature (Aubert et al., 1998).

In the small companies surveyed, it is noticed that, in the 
face of risks, their mitigating actions are, in most cases, reac-
tive - different from what Lacity et al. (2009) point out.

In spite of the importance of working together between 
clients and suppliers in order to take effective action against 
the risks of outsourcing, it was perceived that, from the 
perspective of customers, suppliers are seen as a “necessary 
evil”; While for suppliers, customers are responsible for most 
of the risks of outsourcing and do not assume this position 
- therefore, they address these problems to suppliers, con-
trary to what is cited by Prado (2011) and Fan et al. (2012).

Table 5. Actions to reduce risks.

Risk Factors Actions to reduce risks I1 I2 C1 C2 S1 S2 F1 F2

Suppliers

Consult supplier’s references. X X X X X X X X
Select supplier that has a consolidated financial situation and clientele.                

Know the outsourcing process in advance, so you can supervise the work 
of the supplier.

               

Cost, price and knowledge capabilities must be considered.             X X

Clients

Make a detailed contract, so that the insertion of these expectations as it 
is being made.

      X X X    

Be cautious in outsourcing, dividing it in parts to gain experience and 
security.

               

A relationship of commitment between client and supplier is required.         X X   X

Contracts

The contract should contemplate changes in the business scenario and 
technology.

              X

Opt for short-term contracts and use performance-based contracting.       X        
Contracts where the form of work of the supplier is clear and what the 

penalties are if he does not comply with the clauses of the contract.
    X          

Develop strategy capacity for long-term measures.                

Software

Negotiate guarantees regarding response time.                
Employees participate actively in the outsourcing process.     X X     X X

Parity between acceptable and accessible risks.               X
Track access, encrypt data.                

Planning

Manage IT, taking into account the line of business and techniques 
outlined.

               

Plan the transition period and test the software before deciding to use.                
Training for employees. X X X X X X X X

Source: Elaborated from literature and research data.
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The cases confirm what is brought by Lunardi et al. (2010) 
regarding the fact that small companies guide their strate-
gies in the short term. It should be stressed that, as in all 
areas of the organization, long-term strategies are nee-
ded. With regard to actions to reduce IT risks, this reality is 
strengthened, considering that the planning contributes to 
the better management of these actions at (or before) the 
occurrence of risks.

6.	FINAL CONSIDERATIONS 

As proposed, this study identified the risks of outsourcing 
IT in small enterprises, as well as it analyzed initiatives/ac-
tions that small businesses use to reduce such risks. From 
the perspective of the cases studied, it is concluded that the 
organizational model of small companies, where short-term 
strategies and reactive actions prevail, end up making these 
companies more vulnerable to the risks of IT outsourcing.

Due to the limited number of IT outsourcing publications 
focusing on small businesses, this research has made it pos-
sible to discuss how these companies view risks and what 
actions are being taken to mitigate them by contributing to 
the literature, since it is a contemporary issue with a focus 
on small companies, which are the fastest growing organiza-
tions in Brazil, mainly.

As a limitation of the research, the use of the administra-
tor/manager as the only respondent in the interviews stands 
out, considering that other participants of the organization 
can hold distinct and additional knowledge about the out-
sourcing of IT. As alternatives to this limitation, strategies 
to reduce the single response bias were used. Triangulation 

was also used for data collection and case study develop-
ment with clients and suppliers, thus obtaining different 
views, considering that the two are in different positions of 
the contract.

Another limitation focuses on the literature used - predo-
minantly with empirical research in large companies - con-
sidering the incipience of studies on Information Systems in 
the small business scenario. As a way of reducing this limi-
tation, we sought, in the empirical phase, to capture other 
mitigating risks and actions, in addition to those pointed out 
in the literature - in order to reflect the reality of this size of 
enterprise.

From this research, it is understood as opportunities of 
new investigations: i) identification of the success factors 
of outsourcing IT in small companies; ii) studies that relate 
risks, mitigating actions and results of outsourcing IT in small 
companies.
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