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ABSTRACT

According to the present technological development and the wide availability of data through the open means
of communication, the necessity of new mechanisms that help to correctly absorb and analyze such information is seem
needed, which will take advantage of all Open Source Intelligence (OSINT) can offer. The goal of the article is to find the
advantages of the use of OSINT by intelligence agencies, organizations, and enterprises, and how Big Data and Data
Science mechanisms can help to spread information, and make it more effective.
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1. INTRODUCTION

With the arrival and the broad diffusion of the Internet,
the communication vehicles took new shape and dimen-
sion. Today, there is a large set of information available, thus
leading to what is called Open Source Intelligence (OSINT),
which is referred to intelligence, in the sense of information
acquired through data available for the general public th-
rough means of communication, such as newspapers, sites,
blogs, scientific journals, TV, and others.

However, it does not matter to have access to a large
load of information if no one knows how to make a good
use of it. Because of this necessity to value and treat infor-
mation, today there are two important tools: Big Data and
Data Science.

Big Data can be simply defined as a large, complex set of
information, which traditional methods of processing would
be insufficient for its treatment — including processes of
analysis, capture, research, sharing, storage, visualization,
and safety of information.

Data Science is described as the science responsible for
the analysis and use of data, which incorporates techni-
qgues and theories from many different areas, such as lo-
gic, mathematics, statistics, computing, engineering, and
economics.

PROPPI / LATEC
DOI: 10.20985/1980-5160.2016.v11n4.1026

Thus, based on the demonstrated elements, this article
aims to show the benefits of the incorporation of Open
Source Intelligence on the daily life, and how Big Data and
Data Science can help in this process, making OSINT can be
more useful and effective in decision making processes.

2. WHAT IS INTELLIGENCE, AND WHAT IS THE
DIFFERENCE BETWEEN DATA, INFORMATION, AND
KNOWLEDGE

Among the many definitions of intelligence, the first idea
(risen from the corporate and espionage fields) describe it
as a product from the collection, analysis, evaluation, and
interpretation of all available information, which can affect
or not the survival and the success of the organization (Eells
et Nehemkis, 1984). In a broader definition, in which intel-
ligence is similar to knowledge and information, it is descri-
bed as all collected, organized, and/or analyzed information
aimed to supply the demand of a decision-making agent
(Cepik, 2002). And, in a narrower view, it is the collection
of information without consent, cooperation, or even ack-
nowledgement from the part of the ones being investigated
(Cepik, 2002).

However, it is important to see that, differently from the
definition chosen, all activities linked to intelligence aim to
produce knowledge based on previously selected, evalua-



ted, interpreted, and in the end, exposed data in a useful
format for the decision-making process.

Differently from many people think, intelligence is no
the synonym for knowledge or information. Information is a
contextualized data; knowledge is a result from the analysis
of information based on the learning and in the experience
of the individual; and intelligence is the practical use of the
knowledge, when triggered by a decision-making process.
Therefore, all intelligence is information, but not all informa-
tion is intelligence (Lowenthal, 2012).

Besides that, the process of creating of intelligence can
be categorized according to the source of data collection —
OSINT (open source intelligence), HUMINT (human source
intelligence), SIGINT (signal intelligence), and IMINT (ima-
gery intelligence) — and, independently from the chosen
source, after collection, it is necessary to verify, analyze,
and treat data to make them useable in the process of de-
cision making®.

In synthesis, the process is always the same: collection
of information according to necessity and analysis, and the
report to the decision-making agent. However, it was possi-
ble to observe that open sources became more important
for the process. With the arrival of the Internet and other
technological developments, the world started to access
and share millions of bytes of information in real time — and
then, it was possible to see how wrong is the idea that only
sensitive information was valuable. Thus, Open Source Intel-
ligence becomes considerably important.

3. OPEN SOURCE INTELLIGENCE (OSINT)

This is a vast and expanding concept among the intelli-
gence agencies, corporations, and governmental agencies
in general. It relates to the idea of the use of open source
structures to gather information. OSINT is defined as the
analysis based on “legal acquirement of official documents
without security restrictions, of direct and non-clandestine
observation of political, military, and economical aspects of

1 The process known as Intelligence Cycle, described by Johnson,
R. in Analytic Culture in the US Intelligence Community — an
Ethnographic Study, 2005. It consists of the following stages: 1)
Planning and direction: management of all effort in the process
and setup of requisites for data selection, based on the pre-
sented demand; 2) Collection: capture of brute data (not yet
analyzed and treated), according to demand; 3) Processing:
analysis and treatment of brute data, as they can be used for
decision making processing; 4) Analysis and production: testing
reliability, validity, and relevance of the information collected; 5)
Dissemination: sharing the produced knowledge with the target
audience.
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the internal life of countries or targets, media monitoring,
legal acquisition of specialized technical-scientific books and
magazines, or in other words, a more-or-less large range of
available sources which access is allowed without special se-
curity restriction measures” (Cepik, 2003).

It is understood here as open source the means of com-
munication, such as media (newspapers, magazines, radio,
TV), public information (governmental reports, public bur-
gets), and professional and academic productions (articles,
papers, symposiums, conferences). And also: grey literatu-
re (scientific and technological researches and other limi-
ted-distribution material), third-part observation and Web
content (anyone can become a source of information), and
geospatial information (satellite imagery, field mapping)
(Brito, 2006).

In OSINT, the processes involved aim to collect open sour-
ce information and to threat it. In the end, the result will be
the product of a rationale based and contextualized to a fact,
or movement.

As a pioneer in the usage of OSINT, it is possible to cite
the Foreign Broadcast Information Service (FBIS), a North-
-American organization located in the University of Prin-
ceton which, during the Second World War, would gather
information from international news headlines as source
of intelligence, and during the Cold War, monitored official
publications from the Union of Soviet Socialist Republics
(USSR). After the end of the Cold War, FBIS lost some of
its importance, as theoretically there was not a real threat
or an enemy to the USA. However, with the attack in Sep-
tember 11% (2001)?, the use of open source information
was again seen as important. Eventually, after the event
it was possible to observe many sources of information
could have helped to prevent the attack (and, who knows,
it could even have avoided the happenings) were all availa-
ble to the general public.

Since 2001, NATO? defends the wide use of Open Sour-
ce Intelligence, and within this spectrum, it developed the
terminologies Open Source Data (OSD) and Open Sour-
ce Information (OSl). Both are related to the information
before its analysis, as soon it is captured. OSD is used to

2 Series of terrorist attacks against the United States, coordinated
by the Islamic terrorist group Al-Qaeda, which resulted in the
collision of two airplanes against the Twin Towers (buildings of
the business complex of the World Trade Center, in New York),
leading to the death of hundreds of people.

3 North Atlantic Treaty Organization, also known as OTAN (Orga-
nisation du Traité de I'Atlantique Nord), created in 1949, with
the objective to guarantee the collective defense of its country
members (today, 28) in response to any attack against any mem-
ber.
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design elements, such as photos and commercial satellite
imagery, and OSlI refers to information that comes from so-
cial communication means, reports, books, and similar pu-
blications. For the organization, OSINT is “the information
that was deliberately found, discriminated, distilled, and
disseminated into a selected audience, in order to answer
a specific question”.

If intelligence comes from found, discriminated, distilled,
and disseminated information for the decision-making agent
(Steele, 2006) (indifferently if they are from an open or a
sensitive source), and if they are accepted into the definition
of intelligence as knowledge or analyzed information such
as from a secret of a sensitive information, why then secret
services and their spies are losing grounds for OSINT?

As an answer, there are many reasons, in which among
those it is possible to confirm that there are millions of by-
tes of relevant information in open sources — such as the
fact that, from 1998 to 2008, there were 15 terrorist links
in websites to more than 4,500 ones — and the considerable
decrease of costs to obtain information, as they are available
to any person.

However, the information collected are useless if they
are not properly filtered, analyzed, and validated. Thus, it is
considerably important the processes used and the analy-
sis involved in processing the data. OSINT will only be be-
neficial to the process it there is a correct implementation
and investment in systems, structure, and technology, with
qualified agents, previously trained to find adequate sour-
ces of information, who will define the relevance of data
to supply the required demand, and to analyze it. After all,
today the biggest issue is not the lack of data, but the cor-
rect analysis of it.

Based on that, there are new softwares, technologies,
concepts, and cultures involved in the process of intelligen-
ce. Among those, the ones that are growing are Big Data and
Data Science.

4. BIG DATA

The terminology Big Data arises in the beginning of the
1990s, in NASA?, with the objective to describe the concept
of the set of large and complex data, where computing struc-
tures and systems used so far were not enough to properly
capture, process, analyze, and store the information. Thus,
it can be described as the use of effective systems and tech-
nologies to valorize large sets of data, making them more

4 National Aeronautics and Space Administration, North-Ameri-
can agency responsible for research and development of space
programs.

precise, and assisting in the mitigation of the risks involved
in the process of decision making.

Big Data is supported by many technologies and algo-
rithms that are implemented in large data banks (structured
or not), with the objective to capture, analyze, process, and
disseminate correctly the information, according to the de-
mands and the objective set in the beginning of the process,
frequently reanalyzed. Its main goal is to provide useful in-
formation to the decision-making process.

A study performed by the OBS (Online Business School)
showed that, from 2004 to 2014, more data was created
than any other previous period of history. This finding con-
firms the words of Peter Norvig, director of researches from
Google: “We do not have better algorithms. We only have
more data “.

Under this circumstance, it is possible to see the primor-
dial role of information. However, despite what Norvig men-
tions, the reading of the passage does not tell the complete
story. The receiver of the information must understand it
favorable to him. And it is under this environment that Big
Data is so important. Based on volume, variety, velocity, ve-
racity, and value® , Big Data is capable to store a large num-
ber of varied information, quickly analyze it and observe its
veracity, which enables value to be aggregated to the pro-
cess of decision making, ultimately making it more effective
and efficient.

Associated to the OSINT, Big Data is being able to map
standards of behavior and tendencies. The project Google
Flu Trends is a good example of it. Through the project, it
was possible to identify an epidemic scenario of flu using as
source of information the data users plotted in the search
system of Google. Mapping the geographical areas where
people searched on the web words related to flu, it was con-
sidered that a flu epidemic was really happening in the area.
Big Data also has helped to identify the behavior standards
of terrorists in social media, which has a considerable value
to prevent their development and attacks.

Besides that, it was possible to observe that, with Big
Data, there were significant changes in the way data analysis
is performed and thought. The first change is, when dealing
with large volume of data, the perception of how to look at
data changes. In other words, changing the scale, our per-
ception also changes. The second modification is that, be-
cause there is a large quantity of information, the N of the
sample is gigantic, thus the maximum precision is not the
focus, and the observation is over the tendencies. This hap-
pens because, when dealing with small numbers the goal is

5 The concept of the 5 Vs was created in 2001, by the information
analyst Doug Laney to describe the Big Data.



to find the precision to the extent, once there is the confir-
mation that the result is found in a single number. However,
with a very large set of data, the tendency directs to the re-
sult. And, in the end, the third change is the release from the
effect of causality to dedicate attention to the correlations.
As seen, in a large set of data the causalities are considered
as in small amount, and if they are not, they are read as cor-
relations, indicating a tendency.

Then, it can be seen that the associations and analy-
sis presente throughout of the processes involving Big
Data would be impossible to be performed if the present
technology and systems were present, being the statisti-
cal methods ineffective for such interpretations. On the
other hand, Big Data will only be fully successful without
the analytical deficits caused by the lack of information or
by the low quality of the data, if the parameters and ob-
jectives were well established, and if there are prepared
and specialized analysts in their areas of expertise. And
here comes Data Science.

5. DATA SCIENCE

It can be defined as a set of techniques used in the process
and analysis of data, with the goal to provide information
for intelligent decisions. For such, many areas of knowledge
must be merged, from simple statistical concepts to complex
algorithms.

Its analysts are known as data scientists and it is desirable
that they have a background in the area of information tech-
nology (IT) to capture effectively and in a timely manner the
data requested; mathematical and statistical knowledge to
define the models and algorithms to be used, understanding
their implications and outcomes; and in the end, business
knowledge, to be able to translate the results in information
that result in a support for the decision-making agent.

The Data Science process is similar to the one used in Big
Data — it starts with the collection of data through the cor-
rect dimensioning of the problem/objective. It is followed by
the analysis of data, with the visualization and application of
techniques and algorithms, and it ends with the communi-
cation of the results.

Yet, throughout the process, there will be the necessity
of new data — some of which will be discharged and errors
in the analysis will appear. That is why the analysis require
a vast know- how in many areas of the sciences as they
need to make the correct answers, capture the correct
data, and they need to have the correct perception in how
to proceed throughout the process, so in the end, data be-
comes intelligence.
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6. CONCLUSION

With the great availability of data generated by the “de-
mocratization of the information” and by the technological
development and its popularization, the Open Source Intel-
ligence came as one the main sources used to acquire data.

Among the advantages of the use of this source, it is im-
portant to highlight the high level of opportunities, with a
large amount of information, and the low cost required to
access it. In a period of economic crisis and budget adjust-
ments, its use is more attractive, permitting the amplifica-
tion of the possibilities of intelligence services. On the other
hand, the excessive amount of data, the dubious quality of
the information, and the lack of confidence in the sources
can disable the benefits of the use of open sources. There-
fore, the importance to combine Big Data and Data Science
practices to the use of OSINT.

The use of Big Data and Data Science in intelligence pro-
cesses brings more value, as they enable effective profits in
costs, innovation, and productivity. This happens because,
to perform such processes, analysts with vast experience
and knowledge in many areas are used, besides having many
technologies at hand, systems and structures that permit the
capture and the manipulation of the information needed to
the demand, transforming the data into intelligence — useful
information to the process of decision making.

In the end, it is evident that the intelligence services, en-
terprises and organizations benefit considerably with the
use of Bid Data and Data Science when manipulating the
information provided from open sources. They make Open
Source Intelligence a wide, safe, cheap, and effective source
of information, which contributes to the result of their acti-
vities and provide the institutions with a competitive advan-
tage during the decision-making processes.
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